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What is Logical Reasoning?

Why we need logical reasoning in 

Cybersecurity?



Argument

Premise

Conclusion



Arguments

Hypotheses



The two photographs taken by NASA Mars 

rover Phoenix to show there is water in Mars



Argument from Sign

Does disappearing of crust a sign of 

water in Mars?

Argument from Example

How much generally phonix 

observation support exist of 

water in Mars and other 

planets?

Argument from Cause to Effect

Does existing crust correlated with 

existing water?

Argument from Expert Opinion

Is NASA a reliable source about 

space discoveries? 

Argument From Popular Opinion

Why people thinking Mars as the 

second planet for humans to live?

Argument from Authority

Does NASA have authority in 

space discovery?

Argument from Practical Reasoning

Is finding water an enough means for 

living in Mars?





Argument

Information 





In argumentation theory, 

reasoning serves a dual 

purpose: it is not only a means 

for constructing valid 

arguments but also a 

strategic tool for launching 

attacks against opposing 

viewpoints. This perspective 

emphasizes that reasoning 

can be employed to defend 

one’s own position while 

simultaneously undermining 

the credibility of an opponent. 
Elena Xausa



Despite the extraordinary volume 

of evidence 

(including 382kg of moon rock 

collected across six missions;  

 corroboration from Russia, Japan 

and China; 

and images from the Nasa Lunar 

Reconnaissance Orbiter showing 

the tracks made by the 

astronauts in the moondust), 

belief in the moon-hoax conspiracy 

has blossomed since 1969.  



Arguments

Hypotheses

We are not ‘’free’’ to make 

the hypothesis (Biases)

We are not ‘’free’’ to evaluate 

our hypothesis (Fallacies)



Argument

Information 

Logical Fallacy 



Some Crucial concepts

Standpoint:

                  what is at issue in argumentative discourse

Argument schemes:

                                  an abstract characterization of the way in 

which a reason is used  to support the standpoint

Enthymemes (missing premises), e.g.

                                            Socrates is mortal because he's human

                                           (missing premise: all humans are mortal)



Fallacies:

contaminators of 

the argumentative 

discourse that can 

be undetected



Argumentum ad hominem

Instead of really attacking 

an argument, you attack 

the person making

(or related to) the 

argument



Trump on Childcare Costs: 

Topic #9 of the Presidential 

Debate of June 27th, 2024

  Trump:

“He is the worst president. He just said it 

about me because I said it. But look, he's the 

worst president in the history of our country.”



 GENTELMEN

ARE  REQUESTED

NOT TO SMOKE



Reasoning 

as 

Attacking



Implicit 

Labeling: 

Darcus Howe 

and Joan 

Rivers



Words 

as 

Attacks



Argument validity is 

procedural, i.e. it emerges as 

the capability of defending it 

in a dispute, where the 

criteria of properly conducted

disputes are field-dependent



Warrant:

Background knowledge justifying the 'transfer of acceptance' from

the ground (data) to the claim. Typically implicit (unstated).

Backing:

Additional justification to the statement expressed in the warrant

(to be used when the warrant does not convince the reader or listener)







General idea

- correspond to recurring 

patterns of reasoning

- have associated 

“critical questions”



Argument 

from Sign







Argument 

from Example



Claim: 

Implementing a 

four-day 

workweek 

increases 

employee 

productivity.





Daylight 

saving time



Argument from 

Cause to Effect



In economics, the 

implementation of a 

minimum wage is often 

argued to increase 

workers' income. This 

observation leads to 

the inference that 

raising the minimum 

wage will improve the 

standard of living for 

low-income workers.







General form

Premise 1

Premise 2

…

Therefore (presumably) Claim

Critical questions:

. . .



Argument from 

Expert Opinion



E is expert on D

E says P

P is in D

Therefore, P is the case

Expert Testimony

Critical questions:

Is E really expert on E?

Did E really say P?

Is P really within D?

Is E biased?

Is P consistent with what other experts say?

Is P consistent with known evidence?





Argument From 

Popular Opinion



Argument From Popular Opinion

S1: Everybody (in a particular reference group) accepts that A

Therefore, A is true ( or you should accept A).

S2: Everybody (in a particular reference group ) reject A.

Therefore, A is false (or you should reject A ).

CQ1: Does a large majority of the cited reference group accept 

A as true?

CQ2: Is there other relevant evidence available that would 

support the assumption that A is not true?

CQ3: What reason is there for thinking that the view of this 

large majority is likely to be right?



What is 

wrong 

here?





Best Hashtags

#Trendvido
#Attention_Seeker



Argument 

from Authority



Argument from Authority

Major Premise:      is an administrative authority in institution        .

Minor Premise: According to     , I should (or I should not) do A.

Conclusion: I should (or I should not) do A.

CQ1: Do I come under the authority of institution       ?

CQ2: Does what     says apply to my present 

circumstances C?

CQ3: Has what     says been interpreted correctly?

CQ4: Is    genuinely in a position of authority?



If a man breaks 

into a house, they 

shall kill him and 

hang him(?) in 

front of that very 

breach. 

Code of 

Hammurabi





Does Google Search, as an 

information search engine, 

have authority about 

accessing information? 



“[T]he argumentum ad 

verecundiam … consists in 

making an appeal to authority 

rather than reason, and in 

using such an authority as may 

suit the degree of knowledge 

possessed by your opponent. … 

The more limited his capacity 

and knowledge, the greater is 

the number of the authorities 

who weigh with him.”

The Art of Controversy and Other 

Posthumous Papers trans.



Do AI 

Agents 

have 

authority?







Expert Opinion Ad Populum Argument

Everybody in this group G accepts A.

G is a group of expert in a domain of 

knowledge.

Therefore, A is true.

So many people accept that heavier 

things fall faster to the ground 

[therefore it is plausible that ] 

heavier things fall faster to the 

ground.







Argument from 

Practical Reasoning



Practical reasoning

I have a goal G.

Carrying out this action A is a means to achieve G.

Therefore, I ought to carry out A.

Critical questions:

What other goals do I have that might conflict with G?

Does A also have bad consequences?

Are there other (possibly more efficient) actions to bring 

about G?

Is A practically possible?



Suppose I am deliberating with my 

spouse on what to do with our 

pension investment fund - whether 

to buy stocks, bonds, or some other 

type of investment. We consult with 

a financial adviser, an expert source 

of in formation who Gill tell us what 

is happening in t he stock market. 

and so forth, at the present time.   

( Walton , 1997· p. 1 1 3 )



62

We should lower 
taxes

Lower taxes 
increase 
productivity

Increased 
productivity is 
good

We should not lower 
taxes

Lower taxes 
increase 
inequality

Increased 
inequality is 
bad

Lower taxes do not 
increase productivity

Prof. P says that 
…

Prof. P has 
political 
ambitions

People with 
political ambitions 
are not objective 

Prof. P is not 
objective

Increased 
inequality is 
good

Increased 
inequality 
stimulates 
competition

Competition is 
good

USA lowered taxes 
but productivity 
decreased

Henry 
Prakken
(slide)





argument from commitment, argument from precedent, argument from 

position to know, argument from (positive or negative) consequences, 

argument from lack of knowledge, practical reasoning (argument from 

goal to action), argument from cause to effect, inference to the best 

explanation, argument from analogy, several types of ad hominem 

argument, the slippery slope argument, … 



Logic ≠ 

Formal 

Method

Logic ≠

Psychology

Logic have its own faculty



References and More to Read:

Sinnott-Armstrong, Walter. "Understanding arguments: An 

introduction to informal logic." (2015).

Douglas Walton, Chris Reed & Fabrizio Macagno. 

Argumentation schemes. Cambridge University Press. (2008)

Walton’s Argumentation Schemes :       www.reasoninglab.com

Informal Fallacies: Lecture Notes and Fallacy Examples : 

www.philosophy.lander.edu
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